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Risk Register Overview

This Risk Register documents identified risks to the confidentiality, integrity, and availability of Altnetix LLC's
information systems and PHI. Risks are assessed quarterly and following material changes. Scoring:
Likelihood 1-5 x Impact 1-5 = Risk Score. Residual Risk reflects score after controls applied.

Current Risk Register

Risk ID Risk Descri Likelihood Impact Score Controls RESILUEL Owner Status

R-001 PHI breach

3 5 15 MFA 6 Security Mitigated
v ~tAlAan NPDAM
R-002 Ransomwar 2 5 10 EDR, 4 DevOps Mitigated
Al maahriAava imanmanitakla
R-003 SQL 2 4 8 Input sanitiz 2 Engineering Mitigated
R-004 Third-party 2 4 8 BAA, 4 Security Monitored
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R-005 Insider 2 4 8 RBAC, 4 HR/Security  Mitigated
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R-006 Azure 1 5 5 Geo- 2 DevOps Mitigated
R-007 Expired 2 3 6 Cert 1 DevOps Mitigated
R-008 Phishing / 3 3 9 Security 4 HR/Security Monitored
~~anial AriArAn A~
R-009 Unpatched 3 3 9 Dependabot 4 Engineering Monitored
R-010 Regulatory 2 3 6 Compliance 3 Security Monitored
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R-012 Lack of 4 4 16 Cyber 8 Legal In Progress
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Overall security posture is MODERATE with active mitigation programs. Priority actions: obtain cyber insurance

(R-012), implement key-person cross-training (R-011).



